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Foreword

SteelEye has carried out a research project to
evaluate the applicability of ChatGPT in compliance,
more specifically in the investigation assessment
and workflow process.

The ChatGPT Al engine has been used to analyze
communications flagged in SteelEye’s integrated trade and
communications surveillance system.

The results are promising. When implemented with care and
leveraged correctly, SteelEye has found that the tool can
deliver powerful insights that can go a long way to support the
compliance function and help users make sense of
information and decide on the best course of action.

Analysis and decision-making support from a Large Language
Model like ChatGPT can empower compliance teams to
analyze data with greater speed and identify potential risks
more effectively.

However, there are some key considerations firms need to bear
in mind if they want to leverage this technology, including how
ChatGPT processes data.

This case study has been developed to provide financial firms
with an overview of how technologies like ChatGPT can be
applied in compliance and to present the use cases, benefits,
and considerations for its use.

We hope you enjoy the case study.

Matt Storey
e 9 Chief Product Officer and Co-Founder
‘ SteelEye

@ Stee[Eye Case Study: ChatGPT Applicability in Market Surveillance | 2



How ChatGPT has been integrated in SteelEye

for market surveillance

ChatGPT has been implemented in
Steelkye's UAT environment and has been
tested against communications data in
the firm’s integrated trade and
communications surveillance solution.

The functionality enables users to analyze
specific communications including voice calls,
chats, meetings, and emails - for example, those
that have been flagged as suspiciousin a
communications surveillance system - against a
number of key questions.

@ SteelEye ashbo

Case Manager <

When combined with ChatGPT, SteelEye returns
the following insights in a matter of seconds:

» Summary: Content summary, motives,
intentions, and regulatory or compliance
issues identified

« Analysis: Entities included in the conversation,
sentiment, tone, and tonal shifts

» Next steps: suggestions around what a
compliance officer should do next and
proposed correspondence

This can be used:

» As a starting point in a surveillance
investigation and when analyzing
communications in different languages

» To standardize workflow processes and boost
the throughput and consistency of cases

» To determine which other records should be

investigated

“amms Surveillance Ord

Dashboard Watches Alerts "% | |nsights Reports | -

Message detected on 22 Feb 2023, 11:27:23 by the

watch Collusion

Assignee: Matt Storey
Unassign

Alert (comms-s964167) Detail 30-Jan-23

COMMENTS (0)

CHAT DETAILS

guys here are pretty accomodating
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Use cases for

ChatGPT in market surveillance

Questions answered with ChatGPT in SteelEye

Content summary:

This field returns a summary of the conversation,
regardless of the type. It is particularly powerful
in the case of lengthy chats or voice calls as it
can take a long time for a surveillance analyst to
read the transcript and digest what is going on.

The motive of Matt Storey in this call transcript is to inform Jay
Brand of an investment opportunity in Kimball. Matt's intent appears
to be to encourage Jay to invest in Kimball, as Matt believes the
stock will increase by 84% and raise 3000 points by the next day.

Are there any regulatory or compliance
issues?

Matt Storey informed Jay Brand that his source told him that Kimball
is going to make a large move in the stock market, closing at 6.71
today and increasing by 84% tomorrow, with a move of around
3000.

What are the motives and intent of the people?
This is an analysis of the potential intent and
motives of the people that are part of the
conversation. For example, this can very quickly
highlight whether the parties involved have an
intent to manipulate financial markets as per
the screenshot.

Yes, a compliance officer may identify several potential issues in this call transcript. These include:

Here, the analysis looks at whether the

1. Insider dealing - Matt Storey may be in possession of insider information which he is sharing with

conversations could be in breach of any
regulatory rules. Of course, the surveillance

Jay Brand which could constitute insider dealing.

2. Market manipulation - Matt Storey's statement could be interpreted as an attempt to manipulate

the market by artificially inflating the price of the security.

officer has a bigger job to determine exactly
which rules were broken, but this provides
speedy insights into signs of insider dealing,
market manipulation, or other compliance
violations.

@ SteelEye

3. Regulatory violations - Matt Storey and Jay Brand may be violating regulations by sharing insider
information which is not publicly available.

4. Financial market compliance - Matt Storey's statement could be interpreted as a violation of

financial market compliance regulations, as he is making a prediction about the future performance
of a security.
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Use cases for

ChatGPT in market surveillance

Questions answered with ChatGPT in SteelEye

What's the sentiment and tone?

These fields return a summa ry of the The sentiment within this call transcript is one of excitement and optimism. Matt Storey is relaying
information from a source that suggests a significant increase in the stock price of Kimball, which

Sentiment Of the conve rsation as Weu- would result in a large increase in profits. This would likely lead to a feeling of excitement and

as any shifts in the tone. This is
particularly powerful if we take a long
voice call or chat transcript as it

optimism among investors.

The overall tone of the call transcript is one of excitement and anticipation. There is a significant

enables the surveillance a na[ysts to shift in tone when Matt Storey shares his source's information about Kimball's potential increase in

value. This shift conveys a sense of urgency and suggests a potential for a significant financial

move directly to the timeframe when gain.

the tone shifts.

What entities are mentioned?

This is an analysis of the entities involved in the communication and returns a list of any people and

companies involved. In the case of insider trading, this helps a compliance officer quickly deduce if any

listed companies were mentioned in the conversation. This then provides a good next step to investigate

whether anyone traded on the information shared in the conversation. In the screenshot to the left (top)

we can see the company “Kimball" was mentioned in the conversation, and in screenshot below that one

of the traders has executed against the MNPI ahead of a significant share price move.

Named Entities:
- Matt Storey

- Jay Brand

- Kimball

Named Entity Types:
- Person (Matt Storey, Jay Brand)
- Company (Kimball)

5
v | Partial Fill
Instrument

0 Execution time:
Execution time
(uTC)
Received
Received (UTC)
Buy/Sell
Quantity:

Price.

KIMBALL
INTERNATIONAL INC
Reg. Shares Class B
DL-3125

07/03/2023 15:29:11
07/03/2023 15:29:11

Tue 07 Thu 09 a1t Mon 13

07/03/2023 15:29:00
07/03/2023 15:29:00
Buy

589.276

6.737

Wed 15
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Use cases for
ChatGPT in market surveillance

Questions answered with ChatGPT in SteelEye

What's my next step? The next step for the compliance officer would be to investigate the source of the
. ) . . information and review the trading activity of the firm's employees to ensure that
This field prOVIdeS a set of suggestions (] the information was not used to engage in insider trading. The compliance officer

should also review the firm's policies and procedures to ensure that they are

what the compliance officer should do next. being followed.,

- Identify any other communications between Matt Storey and Jay Brand

= Identify any other communications between Matt Storey and Kimball

« |Identify any other communications between Jay Brand and Kimball What ShOUld I l00k for neXt?

- Identify any other communications between Matt Storey and any other parties that may be related Herel a Comp[ia nce officer receives
to the conversation

« Identify any other communications between Jay Brand and any other parties that may be related a number of suggestions around

to the conversation

« Identify any other communications between Kimball and any other parties that may be related to
ielcopleisation in terms of the investigation.
- Identify any other communications that reference the increase in price or the company Kimball

- Identify any trading activity related to the company Kimball by either Matt Storey or Jay Brand

what they could be looking at next

Subject: Follow Up Request - Call Transcript

Draft email to send to the Dear Jay Brand,

partICIPantS. | am writing to follow up on the call transcript you were a part of on 2023-03-07T15:26:55. The transcript
Th is f| eld d ra ftS a proposed referenced a potential move in the stock of Kimball, with a potential increase of 84% by tomorrow.

email that can be sent to As a compliance officer, | am requesting further information regarding this call. Please provide any additional
information or documentation that you may have related to this call.

the person/people involved
in the communication Thank you for your cooperation in this matter.

Sincerely,

[Your Name]
Compliance Officer
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Benefits of
ChatGPT in market surveillance

What this could mean for the future of surveillance
ChatGPT can have several benefits for market surveillance.

One of the primary benefits is its ability to process large amounts
of unstructured data, just like the SteelEye platform. ChatGPT is
designed to process and understand natural language, making it
well-suited for analyzing data such as conversations, social media
posts, news articles, and chat transcripts.

By analyzing this data, a SteelEye integration with ChatGPT can
help a compliance professional more rapidly identify patterns and
trends that may indicate potential market events or risks. This
includes sudden changes in sentiment and indications of market
manipulation or insider trading. This is particularly useful for
detecting unusual activity or patterns of behavior that may be
indicative of illegal or unethical activity.

ChatGPT can also be used to support decision-making by
providing instant analysis of and recommendations for the
aforementioned data. It can help to standardize workflow
processes and boost the throughput and consistency of cases.
This can improve the accuracy and speed of decision-making and
enable surveillance teams to respond quickly to risks.

In summary, ChatGPT's natural language processing capabilities,
predictive analytics, and decision support can be highly beneficial
for market surveillance - providing compliance and surveillance
analysts with a powerful toolset that increases the effectiveness
of the investigation processes.
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Key considerations for using

ChatGPT in surveillance

“Promptfinement”

Getting meaningful answers out of a Large Language Model like ChatGPT requires a deep understanding
of how the tool works and how to issue prompts. Questions need to be asked in the right way and need to
be refined correctly. The model needs prompts and refinements (or “promtfinements”) to be able to
deliver relevant and specific results. Let's look at an example.

This is a term used to describe when a

trader tries to manipulate the closing

price of a security. If we want to ask
ChatGPT what this is, it is not enough to
say “What does “Whack the close”
mean in trading?” This is simply not
enough information for the system to
know what you are asking. However, if
we add some additional
“promptfinements” to this, we get
closer to what we are looking for.

Important

What does whack the close mean in trading?

As an Al language model, | cannot find any specific or common meaning for
"whack the close" in trading. It could be a slang or technical term used within a
particular context or region. Please provide more context or details for a more

accurate answer.

If someone trades an exchange listed security, what does whack the close mean?

"Whack the close" is a term used in trading to describe the act of placing a large buy or sell
order on an exchange-listed security just before the market closes. The aim of "whacking the
close” is to manipulate the closing price of the security in question to the trader's

advantage.

The term "whack" is slang for “to hit" or "to strike,” and "the close" refers to the final
moments of the trading day, when the closing price of a security is determined. By placing a
large order just before the close, a trader can impact the supply and demand for that

security, potentially driving up or down its price

It's important to note that "whacking the close” can be considered a form of market
manipulation, and is often frowned upon by regulators and exchanges. As such, traders who

engage in this practice may face legal or disciplinary action.

How Large Language Models like ChatGPT are used is as
important as the decision to use them in the first place.

If a person or firm is going to be using this technology, they need to

know that the tool has been implemented with care and consideration.

@ SteelEkye
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Key considerations for using
ChatGPT in surveillance

Data processing

As it stands, using a ChatGPT integration like the one developed by
SteelEye in this case study requires that content be sent for analysis to
either OpenAl's APl or Azure's Open Al Service. However, it is worth noting
that this only applies to the individual content that a user decides to
“analyze with ChatGPT.”

At the moment, these are the only ways ChatGPT's most up-to-date
models can be leveraged. Firms need to ensure they are comfortable with
how OpenAl processes data and define controls to regularly review
OpenAl's policies.

At the release of this case study (23 March 2023), the terms of service state
"we do not use Content that you provide or receive from our API (“API
Content”) to develop or improve our Services." Further, content transmitted
to ChatGPT is retained for 30 days, with options for shorter retention
periods.
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FAQ

Will the functionality be available to clients? Will SteelEye be trialing other language-based Al
models?

Yes, SteelEye will be rolling out the functionality in

production on March 24th on an opt-in basis for Yes, ChatGPT is just one of many Large Language

those who want to trial it. Use of the functionality Models, and SteelEye will continue to explore the

will require clients to opt-in to ChatGPT's data different tools and how these can support market

policy. surveillance.

©) steeleye

Message from Jay J Hyong to - -

Content summary

Dastbond  CasoMonoger |JCRMRMIONE] Conms Suvolanco. Ordors 8 Tades  Trados  Trado Suvdlnce. BestEx * BostEx  WAR Mool EMR TR TR | DeaPrownns | £ (D & L

14 Mar 2023, 15:00:37

Summary

Whatarethe motives and intent of the people? Arethere any reguiatory or compiiance issues?

owost yostorday

Analytics and Sentiment

yyyyyy

Whats my nextstep?

Next Steps
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